Institute for Capacity Development (ICD)

50 KN59 Street, Q. Matheus Road, P.O. Box 545, Kigali, Rwanda. Website: www.cidtraining.com
Cell: +27603048492|Cell +250798873765| E-mail: coordinator@icdtraining.com|

Threat Assessment, Risk and Security Management
Workshop Objectives

On completion of the workshop participants should be able to:

» Define Threat Assessment and Risk Management and how they link

» Describe the primary dangers to an asset in a close-protection situation

» Describe threat and risk assessment methodologies applicable to individuals and locations
» Recognise the procedure for carrying out a Threat Assessment and Risk Management

» Demonstrate the need for ongoing evaluation, reaction, and contingency planning

» Recognise the variables that must be considered while analysing risks

 Describe the various levels of danger and threat involved in events and organisations

» Conduct and document a risk assessment/audit

Target Groups
e Security personnel and managers
e Personal security and consultants
e Facility managers
e Insurance Risk Officers

Workshop Outline

Overview of Threat, Risk and Vulnerability

Understanding the Threat Assessment and Risk Analysis Process
Threat And Vulnerability Assessment

Threat Analysis

Security assessment

Roles and Responsibilities of Staff in Security Management
Public and Private Security

The Security of People

The Security of Property

Designing Own Due Diligence Checklist

Advising On Security Needs

Evolution of threat — Patterns, Tactics and Techniques
Hazards (natural and man-made)

|dentification of threat — Physical, Biological, Chemical
Armed attack
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Dates:

Cyberterrorism

|dentifying vulnerabilities using a Multidisciplinary team
Vulnerability assessment preparation

Vulnerability reduction

Introduction to asset value assessment — People and Asset value
Cybersecurity risk management

Risk assessment

Risk evaluation

Risk characterisation

Risk mapping and prioritisation

Risk allocation

Risk transfer

Risk tolerance

Risk budgeting and control

Risk Reporting

Risk response — Avoidance, Mitigation, Transfer, Acceptance and Sharing
Monitoring and evaluation

Effective communication

Procedures and protocols

Action planning

16t — 20t February 2026

Duration: 1 Week

Course Costs: US$2550/delegate

Venue:

Kigali, Rwanda



